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Change comes along with new risks

The actual COVID-19
scenario has forced many
organisations to quickly put
their Business Continuity
Plans in place or eventually
draw emergency actions in
order to allow the continuity
of operations.

The new context obliges
businesses to outplace
their workers from the
Office Locations, namely
adopting agile 100%
homeworking scenarios to
maintain their workers safe
and break

the chain of transmission.
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Although this scenario
allows organisations

to continue operations,

they had to quickly adapt
and this opens up new
risks that are rapidly been
exploited by cybercriminals.

What should organisations do about it?

A structured and quick action plan is required to minimize the windows of opportunity.

According to best practices,
namely ISO 27001:2013,
organisations should run
risk assessment programs
regularly or whenever

a significant change

has occurred.

Organisations should

as quickly as possible
assess new potential
risks that this scenario
poses for their business
and information, resulting
from the displacement

of their teams.

Moreover, organisations
shouldn’t limit the risk
assessment to their
internal teams, and this
assessment should be
extended to their 3" Parties
that assure important
business processes.

Risk Assessment is

the upmost important
management process to
proactively identify risks
taking into consideration
threats, vulnerabilities and
potential impact resulting
from a successful
exploitation.

Addressing risks as early
as possible will allow
organisations to minimize
the windows of opportunity
and to mitigate any potential
weaknesses before they
result in impacting
incidents.



Why running the risk assessment with INTEGRITY?

INTEGRITY, a specialized cybersecurity services provider with a vendor-agnostic approach is the perfect partner
to help your organisation to quickly ensure and draw a mitigation plan for this scenario.

This service leverages our experienced Consulting and Penetration Teams, along with our Assessment Module
(IntegrityGRC) to provide accurate and quick deliverables.

The assessment program

will not be limited to the Who What will be assessed

infrastructures and

services made available to Secure Remote Access

teleworkers, but will also Cloud or In-house Service

assess the controls that Company Environment Access

have been defined and & Outplaced Teams Endpoint Security

implemented at endpoints. Personnel Endpoint Environment
Authentication

As a result the assessment Encryption

program will allow People Awareness

organisations to have an Incident Response

overview of identified risks, Third Parties Environment ~ Readiness

their severity levels, and & Outplaced Teams Monitoring Processes

recommendations for Personnel and Operations

themselves and also the PenTesting

risk posed by their third

parties.

Organisations will also be
able to efficiently draw
mitigation plans, extract
reporting and manage risks
on our GRC Platform that
doesn’t require any
licencing under this service.

Know your risks.

Be Smart. Be Secure. IntegrityGRC platform will be leveraged in the

Assessment and 3" Party Risk Assessment to obtain
quick results

What are your benefits?

INTEGRITY leveraged its ENVIRONMENT SPECIFIC SAVE TIME AND EFFORT &
10 YEARS EXPERIENCE on BUT VENDOR AGNOSTIC: As REDUCE RISK: Utilizing our
CyberSecurity Services to a vendor independent ready to deliver service you
outline a very effective and provider for CyberSecurity benefit from our broad

ready to deliver service to services we focus on your research and real

help organisations to needs and bring in our experience from dozens of

quickly assess their risks practices combined with Risk Assessment

under this new business adequate tools, people and Processes that we have

context. methodologies. delivered over the course of
last years.
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